D ATA S H E E T

Security Maturity Assessment
Identify and prioritize areas of improvement across your security program
to drive security maturity

Assess your current cybersecurity program maturity, define your
target state and develop a customized plan of action with expert-led
analysis and guidance based on an understanding of your unique
business priorities, security expertise and knowledge of industry
leading standards.

Driving Cybersecurity Program Maturity
As market pressures such as innovation, continuity and profitability increase the pace
of doing business, they also increase the risk that business objectives and cyber risk
tolerance will become misaligned. Too often this results in misapplied resources, lack of
accountability and inadequate processes to manage the most likely risks. The security
function is challenged to develop a target operating model that aligns with business goals
and tolerance, and looks beyond technical security controls – considering the end-to-end
cybersecurity program.

Customer Benefits
• Gain expert advice for

planning and improving
your existing security
program posture

• Make informed

decisions for planning
cybersecurity activities,
risk management and
targeted improvement

• Share security status,

needs and strategy
with stakeholders
utilizing standardized,
recognized framework

How Secureworks® Helps
The Security Maturity Assessment is an assessment of your organization’s cybersecurity
program and risk management practices across the security domains outlined in the NIST
Cybersecurity Framework (NIST CSF). It is a consultant-led assessment, designed to evaluate
current security maturity with a view of identifying areas of improvement across people,
processes and technology, and providing risk-informed, prioritized actions to achieve your
target maturity state.
Our consultants bring years of experience, backgrounds in business and security, and hold
multiple industry-recognized certifications. Their experience is enhanced by collective
knowledge gleaned from thousands of engagements, Secureworks’ 20 years of security
expertise, rigorous education on the latest best practice standards, as well as integrated
Threat Intelligence.

Our Approach
The Secureworks approach is based on having an upfront understanding of your
business objectives and high-level organizational priorities, followed by activities including:
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Solution Features
• Consultant-led

assessment based on
NIST CSF

• Upfront strategic
workshop

• Data Collection

Methods: Interviews,
Reviews, Observations,
Questionnaires

• Validation of policies,

standards, guidelines,
procedures, and other
documentation against
the NIST CSF
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• Scope Definition: to help identify and set the context for related systems and

Solution Features

assets, regulatory requirements and overall risk.

• Creation of current and

• Current Profile Creation: to help understand your current maturity,

target profile and maturity

we evaluate your existing program against core NIST CSF categories and
subcaterogies using a Capability Maturity Model (CMM).

scoring

• Risk-informed roadmap

• Target Profile Definition: to help articulate direction, we define your desired

development

cybersecurity outcomes against NIST CSF and score on CMM scale.

• Comprehensive

report including
Executive Summary,
detailed findings,
targeted improvement
recommendations

• Analysis & Roadmap Development: to pragmatically address gaps,
we compare current state to target state to develop a prioritized, risk-based
and pragmatic action plan to achieve the Target Profile.

• Communicate: to give your stakeholders confidence and facilitate
conversation, we deliver an executive level presentation and
a comprehensive report.

Deliverables
The report provides an executive summary, as well as a detailed section covering
methodology, findings, narratives and prioritized recommendations and opportunities for
improvement. You will also receive a copy of your current and target profiles and scores.
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About Secureworks
Secureworks® (NASDAQ: SCWX) is a global cybersecurity leader that protects customer progress with
Secureworks® Taegis™, a cloud-native security analytics platform built on 20+ years of real-world threat
intelligence and research, improving customers’ ability to detect advanced threats, streamline and
collaborate on investigations, and automate the right actions.
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If your organization
needs immediate
assistance call our
Global Incident
Response Hotline
(24x7x365).
+1-770-870-6343

For more information,
call 1-877-838-7947 to
speak to a Secureworks
security specialist
secureworks.com

